Setting Up Multi-factor
Authentication

This document contains instructions for two methods of setting up multi-factor authentication (MFA) for your

UB e-mail account.
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Method 1.0- Smart Device Multifactor Authentication Setup

1. Onyoursmartphone Open the Outlook 3. Enter Email Address (Fig.3)
app (Fig.1)
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2. Select Add Account (Fig.2) 4. Select Continue (Fig.4)
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7. Select Download now (Fig.7)

5. Enter email account’s password &
select Sign in (Fig.5)

University of The Bahamas 7

LA UNIVERSITY
&) OF THE BAHAMAS Keep your account secure

Your organization requires you to set up the following
methods of proving who you are.

Sign in with your organizational account

Microsoft Authenticator

é Start by getting the app

l Password I
On your phone, install the Microsoft Authenticator
N £ canunaon

After you install the Microsoft Authenticator app on
your device, choose "Next"

| want to use a different authenticator app

want to set up a different method

9018 Microsoft

Fig.5 m & Fig.7
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6. Select Next (Fig.6) 8. Select Google Play Store & Just once

(Fig.8) (App can also be found in Apple
] Office 365 App store & Microsoft App Store)
|

B2 Microsoft University of The Bahamas 2

More information required Keep your account secure
Your organization needs more information to Your organization requires you to set up the following
keep your account secure methods of proving who you are.

Use a different account
Microsoft Authenticator

0 Start by getting the app

On your phone, install the Microsoft Authenticator
app. Download now

After you install the Microsoft Authenticator app on
your device, choose "Next".

| want to use a different authenticator app

lwant tn <et un a different methnd

Open with
Terms of use  Privacy & cookies O '
F |g. 6 Galaxy Store Google Play Store
Just once

11 &)
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9. Select Install (Fig.9) 12. Select “Pair your account to the app by

v eoa- = clicking this link”. (This redirects you in
¢ Google Play Q the Microsoft Authenticator App) (Fig.11)
Microsoft A Z e
Authenticator University of The Bahamas ?
Microsoft Corporation
a7k & € Keep your account secure
M reviews @ 38 MB Everyone @ D

Your organization requires you to set up the following
methods of proving who you are.

Microsoft Authenticator

e Set up your account in the
app

When finished, come back to this setup experience.

([ Pair your account to the app by clicking this link. }

About this app >

Show QR code
No more passwords, easier sign-in, and greater

protection for your accounts. ‘ Back m

#4 top free in business Tools

Lwant to set up a different method

Data safety >

Safety starts with understanding how developers
collect and share your data. Data privacy and

security practices may vary b:
region, and age. The develope]

I @]

Fig.9

Fig.11
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10. Open Outlook app again

13. Your account will be automatically
added into the Microsoft Authenticator
App and once completed Open Outlook
app again.

11. Select Next (Fig.10)
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University of The Bahamas %

Keep your account secure
Your organization requires you to set up the following 14- SeIECt Next (Flg- 12)

methods of proving who you are.

136 Wap -
) : University of The Bahamas 7
Microsoft Authenticator
e Start by getting the app Keep your account secure
Your organization requires you to set up the following

On your phone, install the Microsoft Authenticator methods of proving who you are.

app. Download now

After you install the Microsoft Authenticator app on Microsoft Authenticator

your device, choose "Next"

| want to use a different authenticator app e Set up your account in the
app

When finished, come back to this setup experience.

want to set up a different method Pair your account ta the app by clicking this link

=N -

L want to set up a different method

Show QR code

i 0 Fig.10

Fig.12
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15. Select Pop-up Notification (Fig.13) 16. Select Approve (Fig.14)
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@ Authenticator 11:00 AM
Approve sign-in?
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Your arganization requires you to set up the follawing
methods of proving who you are.

Methad 1of 2: App

(] 2

Microsoft Authenticator
0 Approve sign-in?
Let's Tl’y It out University of The Bahamas

Approve the notification we're sending to DENY APPROVE
your app.
Back

Lwant to set up a different method

Fig.13

This can also be found in the
notification drawer (Fig.13 cont.)
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9:52 Wed, May 3 Q % University of The Bahamas ?

60 % @ @ @ Keep your account secure

Your organization requires you to set up the following
methods of proving who you are.

@ Authenticator 9:51 AM
Approve sign-in?

Microsoft Authenticator

Notification approved

oo (1

L want to set up a different method

@A a Notification settings Clear

Fig.15
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18. Select Done 2. Select Setting Button (Fig.18)

104030 a -
University of The Bahamas 2 @ Office 365
Favorites
Keep your account secure o
Your organization requires you to set.up the following & inbox
methods of proving who you are.
B sent
Success! 7 oafs
Great job! You have successfully set up your Archive
security info. Choose "Done" to continue signing in.
Default sign-in method: S5 Groups
A
Microsoft Authenticator W Deleted
=N oo
3 Conversation History

B e

Fig.18

Fig.16 " o
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If an email account is already setup
within your outlook app Follow these
steps to add an additional account

3. Select ADD MAIL ACCOUNT (Fig.19)
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1. Select a profile to reveal the Ml accounts
settings button. (Fig.17)
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Fig.19

I @]

4 Newmail | A

=

Mail Calenda

@

Fig.17

6|Page



4. Select Add an email account. (Fig.20)
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=) Add an email account
Qutlook, Exchange, Gmail, iCloud...

Add a shared mailbox
Shared and delegate mailboxes
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Create new account
Free email and calendar|

Fig.20
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5. |Follow the steps starting from step 3 on page 2 to complete the MFA setup]

Method 2- Web Browser Multifactor Authentication Setup

1. Enter https://outlook.office365.com/ into your browser (Google Chrome, Microsoft Edge,
Firefox, etc.)

2. Enter your email address (Fig.21)

B% Microsoft
Sign in

[E"m\ phone, or Skype ]

No account? Create one!

Sign in with a security key (2)

@\ sign-in options

Fig.21
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https://outlook.office365.com/

3. Enter your password & Click Next (Fig.22)

I U NIVERSITY
&) OF THE BAHAMAS

Sign in with your organizational account

Fig.22

© 2018 Microsoft

4. Click Next (Fig.23)

Outlook

B= Microsoft

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

— I

Fig.23

5. Click Next (Fig.24)

University of The Bahamas

Keep your account secure

Your erganization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticatar app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

1 want to use a different authenticator app

| want to set up a different method

Fig.24
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6. Click Next (Fig.25)
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

‘. Back |

| want to set up a different method

If prompted, allow notifications. Then add an account, and select “Work or school”.

Next

Fig.25

Method 2- Downloading, Installing & Using Microsoft Authenticator app

1. Download Microsoft Authenticator app from your device’s app store. (App store
examples: Google Play, Apple App Store or Microsoft App Store)

2. Open the Microsoft
Authenticator app on your 3.
device (Fig.26)

‘Search

5 @ = O

Game Samsung  Samsung Free  Teams
Launcher  Global Goals
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Smart Switch TeamViewer UKG
Workforce C...
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WhatsApp Zoom | Authenticator

Select Add account or the plus
symbol (Fig.27)

=]

Let's add your first account!

For further assistance, see the Help
section in the menu.

Already have a backup?
Sign In to your recovery account.

Begin recovery




4. Select work or school account 5. Select Scan a QR code (Fig.30)
(Fig.28)

€& Add account

What kind of account are you adding?

L Personal account

Other account
etc.)

Add work or school account

EES Scan a QR code

Method 2- Web Browser Multifactor Authentication Setup cont.

7. Scan QR Code with Smart Device (Fig.30)

University of The Bahamas

IV IGO0 L2 VL I LU .

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next",

‘ Can't scan image?

| want to set up a different method

Fig.30

10| Page



8. Click Next (Fig.31)

University of The Bahamas ?
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Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR cade, choose "Next"

‘ Can't scan image?

Back ‘ Next

| want to set up a different method

Fig.31

9. Click Next

10. Approve the sign-in notification that will pop-up on your smartphone[Refer to Fig.13 & 14
11. Click Next (Fig.32)

University of The Bahamas ?

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Notification approved

v/

- -

Lwant to set up a different method

Fig.32

12. Click Done (Fig.33)

University of The Bahamas ?

Microsoft Authenticator app was successfully 3
registered

I(eep your account secure

P " . . Thu, 06 Apr 2023 18:15:51 GMT
Your erganization requires you to set up the following methods of proving who yau are. e S

Success!

Great job! You have successfully set up your security info. Chaose "Done” to continue signing in.

Default sign-in method:

A
Microsoft Authenticator

Fig.33

Should you require additional technical support, kindly contact the IT Help Desk at ithelpdesk@ub.edu.bs or
302-4588/427-5609
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